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Introduction 

 

Overall aim of the project 
There are only few surveys contacted about cyberbullying especially among children of the age of 6-14. 
However, it is well known that cyberbullying is increasing rapidly in the past few years especially and 
parents are not so familiar about this kind of bullying. Save the Children in Spain in 2016 states that 6.9% 
of Spanish pupils between 9 and 16 years old say have suffered cyberbullying at some time. The figure 
rises to 12% in 2017, according to UNICEF surveys. Based on the research conducted at the end of 2019 
with 228 respondents in Lithuania, about 67% of respondents do not know whom to contact when 
cyberbullying, hate speech is observed, 1/3 notice hate groups and aggressive speech. 56% of parents 
whose child has received nasty or hurtful messages online say that their child has not. The project “Digital 
Tools for Digital Challenges” (DIGIPRO) is focusing on the challenges of the digital world – cyberbullying 
and hate speech– and proposes a different approach of work – using digital tools to listen to the opinion 
of children, teenagers and promote co-education, cooperation among schools, parents and external 
stakeholders in this way contributing in solving these harmful phenomena.  

The project has set up the following objectives:  

 To find ways of collaboration, create a space for dialogue between teachers, parents and children 
that can facilitate the resolution of harmful or dangerous situations online by activating the 
positive resources of the communities and external stakeholders involved;  

 To listen to the point of view of children, enabling them as EU citizens and creating a space to 
debate and reflect on the project topics;  

 Experimenting with participatory tools and methodologies that promote a new relationship with 
the media and technologies;  

 Production of digital tools, online methodology that can accompany European stakeholders in 
contributing to the reduction of cyberbullying and hate speech phenomena; 

 Developing competences of teachers, supporting teachers in becoming facilitators of innovative 
digital educational paths;  

 Fostering inclusion of all learners, representing a variety of needs, facing a variety of 
disadvantaged students. 

The project is contributing to a new approach promotion: 

 Hearing the voice of children, letting them to become the heroes and experts on the project 
topics, making input to the creation of the documentary and cartoon; 

 promoting the need for co-education – the work on prevention, information, proper reaction 
should be done not only at schools, but also in families; Teachers (150), trainers (25), families 
(300), children (500) from 4 European countries through the project activities, workshops will be 
involved in the co-development, co-creation and testing of the outputs. The project outputs in 4 
languages will be shared with teachers, parents, school management, policy/ decisions makers 
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via created multilingual project website, School Education Gateway, eTwinning and Erasmus+ 
Results Platforms. 

The outputs anticipated in the project: 

1. Documentary (IO1) with interviews with children explaining to teachers and parents their point 
of view about cyberbullying and hate speech; 

2. Cartoon (IO2) created in cooperation of children, parents, teachers and project partners; 
3. App (IO3) with activities and games to be carried out in the family and at school. 
4. Online methodology for teachers (IO4) who wish to set up a co-educational relationship with 

families of children in the class: it will contain materials to be downloaded to facilitate meaningful 
educational experiences using the digital tools created in the project (IO1, IO2 and IO3). With the 
outputs we are contributing to the promotion of the use of digital tools and of innovative and 
open pedagogies in education, training at the same time creating free and open source 
educational resources. The activities throughout the period of 2 years are organized in a way so 
that to achieve the project objectives and create the anticipated outputs. There will be 2 face to 
face transnational meetings and 4 MEs in partners countries to have the outputs disseminated on 
the European scale and the widest audiences.  

Project partners: 

G.G. EUROSUCCESS CONSULTING LIMITED; 

VSI EDUKACINIAI PROJEKTAI; 

Trito Dimotiko; 

Sxoleio Zografou,Associacio Programes Educatius Open Europe; 

Parent's Association of Primary Schools in Paphos. 

 

Aim of the toolkit 
Online methodology provides the materials for teachers who wish to set up a co-educational relationship 
with their families of the children in the class: it contains methodological notes, work ideas but also 
concrete and sustainable activities, as well as materials to be downloaded to facilitate meaningful 
educational experiences and to be used in the class and online teaching. It is provided as an online learning 
platform. Our proposed tool allows to share the methodology, guidelines for the involvement of families, 
includes all tools created in the project (IO1, IO2 and IO3 together with additional materials as described 
in outputs’ descriptions) to explain all the tools/outputs of the project, how to use them and how to adapt 
them to one's own context.  

The methodology, first of all, contains a part of reflection on the general aspects of the project:  

 Cyberbullying and hate speech in primary and secondary schools. A short overview of other online 
dangers.  
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 Combating cyberbullying with the help of digital tools (overview of the practices on European 
level). 

 Co-education as a necessary tool for effective contrast; the role of parents and teachers.  
 The importance of media, digital education in combating these phenomena.  

In the second part of the platform, IO1, IO2 and IO3 are attractively provided together with materials 
(workshops, notebook, media methodology, etc. – see descriptions of outputs) to facilitate their use in 
the educational context.  

The third part of the online tool provides guidelines on how teachers should present the topic of 
cyberbullying, hate speech to parents in order to seek co-education, cooperation in contributing to the 
reduction of cyberbullying and hate speech.  

These guidelines for teachers are provided in 2 formats: 

1. a ready to use PowerPoint presentation and  
2. a script for teachers with all the necessary info she/he should familiarise in advance).  

The guidelines for teachers are adapted for different age groups (6-10, 11-13 and 14+) children. The online 
platform are accessible in the languages of the partnership and tested with at least 20 teachers in each 
participating country. 
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Cyberbullying and hate speech in primary and secondary schools. A 
short overview of other online dangers 
 

Cyberbullying is bullying that takes place on the internet or other virtual space when people make fun of 
each other through emails, messages, chat rooms, social networks or even mobile phones.  

We refer to cyberbullying as behaviors such as: 

 Insults in cyberspace, , where a child is insulted in public, in the presence or in front of others, 
which may cause the bullied child to feel fear and shame. For example, various swear words are 
written on a social network profile, the child is publicly nicknamed.  

 Defamation on the Internet when rumors are spread about a child or in a group. For example, 
girls call two of their classmates "a couple", send messages and emails to other classmates about 
it, spreading false information. 

 Impersonating someone else and undermining the reputation of another child.In cyberspace, it's 
easy to remain anonymous and hide your identity, and it's also possible to pretend to be 
something you aren't in reality. For example, to make a joke, a seventh grader pretends to be her 
classmate and sends text messages in her name to other girls in the class, giving them various ugly 
words as nicknames.  

 Fraudulently spying on personal information and making it public to others. This can be personal 
photos, videos, login details and other important information for the child that she doesn't want 
to share with others. 

 Rejection and not being included in a group of friends in chat rooms, social networks, etc. Stalking, 
threatening to harm the child in any way, such as hitting, or claiming that the child is under secret 
surveillance. 

 Filming and uploading and disseminating various situations involving the child on the internet. A 
child may be filmed in situations that make him/her uncomfortable, e.g. not answering correctly 
in class or performing a task poorly in PE class, and violent acts against the child may also be filmed 
and published. (https://www.bepatyciu.lt/vaikams/apie-patycias/apie-elektronines-patycias/) 

The internet is a place for children to make friends, socialise, learn and develop, but the internet brings 
not only opportunities for children, but also the danger of being hit: The danger of meeting people with 
bad intentions. The danger of being deceived, experiencing physical violence, sexual harassment or 
blackmail. The risk of being the subject of cyberbullying. Being intimidated and abused, being slandered 
by peers or acquaintances. Websites with inappropriate content. Pornography, atrocities, incitement to 
fear and hatred. Privacy risks and disclosure of personal information. Identity theft, theft of property and 
personal data and information. The risk of damaging computers and the information stored on them. 
Computer viruses, spam, phishing, spyware, etc. The question arises - what should parents look out for so 
that their child becomes a responsible consumer and doesn't get into threatening situations on the 
Internet? (https://www.esaugumas.lt/articles/vaikai-ir-internetas). Teach your child to check information 
found on the internet, especially when it comes to health, dietary tips, taking medicines or intoxicants. 
Help them understand that not everything written on the internet is true. At the same time, you can check 
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the information that's important for the child to see if it's published on the website of a private person or 
an organisation, if the website has an official logo, if it's for helping or selling products, etc. Teach your 
child how to distinguish advertising from support information. If your child receives a lot of spam in their 
inbox, teach them how to philtre it, encourage them not to reply to it and not to trust its content. Explain 
to the child that there are people who cheat and pretend to be others on the internet. Therefore, it's not 
safe to meet a person you've never seen on the street, even if they act very friendly. Arrange to 
accompany your child to the first meeting or date when they make friends on the internet so that you can 
get to know the new friend and exchange a few friendly sentences with them. It's important that the child 
doesn't see you as a 'caretaker' but as a caring, friendly adult they can trust. Take an interest inyour child 
and their experiences on the internet. It's important that he knows that it's never too late to tell him 
what's happened to him on the Internet and what worries him. Don't forbid your child to use the internet. 
The internet is one of the most important achievements of humanity. It's a tool that helpsto learn, educate 
and improve. It's understandable that children spend a lot of time playing games on the internet in the 
beginning, but later they'll have the skills to use the internet for learning, studying and working. Instead, 
discuss the dangers of the internet and the rules that will help you stay safe. Make it clear that what the 
child learns and discovers on the Internet is interesting and important to you. Encourage them to share 
their favourite sites with you. Agree on the amount of time your child spends online. Say that it's 
important to you that the child has a varied life, i.e. that he/she's time for other activities and pleasures 
that he/she likes and for the chores that he/she's to do. Bring it to the child's attention if you see that he 
or she looks unrested or has no time to eat because he or she's sitting in front of the computer for so long. 
Different interesting activities can be very engaging, so the child may not always be able to set the agenda 
for themselves. If you've the opportunity, put the computer in a place that's visible to all family members 
in the house. If you can look out the window to see ifyour child is safe in the yard, you should reserve this 
option for the computer as well. This rule isn't appropriate for teenagers. If a teenager has their own 
computer, you should respect their privacy. You shouldn't read the child's or teenager's personal emails, 
diaries or notebooks when he or she's writing them on the computer. If your child seems depressed, sad, 
tired or sleepy and you ask about his or her problems, ask not only about friends and school, but also 
about the computer and the Internet. For many children, they've become a very important part of life 
where difficulties arise 

Tips for parents: 

 Discuss with the child what information is considered personal: Email address, home address, 
mobile and landline numbers, school name and class, circles and their attendance time, photos 
and videos showing the children themselves, their family or friends. With this information, an 
outsider can get a fairly complete picture of the child's surroundings and life, which can be 
dangerous. Talk to the child about what other things are personal in your family. 

 Remind your child to think carefully about the information and photos he posts on his personal 
social networking profiles. Help him understand that once photos are posted on the internet, they 
can't only be viewed, but also - edited and distributed. Help the child to adjust the privacy settings 
on social networks so that this data is only accessible to those who don't pose a threat. 

 Help the children understand that the internet isn't "another reality" or "virtual reality". It's a 
public space where one should rethink one's behaviour and not engage in risky or violent 
activities. Bullying, harassment, abuse, betrayal of secrets, gossip and intimidation - aren't to be 
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tolerated on the street, at school or online. Encourage your child to talk to you and ask for help if 
they feel disturbed by other people's behaviour online. 

 Agree that the child won't reply to threatening or frightening letters, but will share them with you 
without deleting them. You can then use these letters to ask for help together. He or she should 
also not reply to letters from strangers and shouldn't open any attachments, as these may contain 
viruses, inappropriate photos or videos. Don't remain indifferent when the child tells you that his 
or her friend is being abused on the internet. 
(https://kulautuvosmokykla.lt/dokumentai/pagalba/informacija_tevams/Pavojai%20internete.p
df) 

 

Checklist: Supporting 6-10 year-olds online 
Agree boundaries 

Be clear about what your child can and cannot do online - where they can use the internet, how much 
time they can spend online, what sites they can visit and what information they can share. Agree with 
your child when they're allowed to use a mobile phone or tablet. 

Explore together 

The best way to find out what your child is doing online is to ask them to tell you what they're doing and 
what sites they like to visit. When they're ready, ask them to show you. Talk to them about being a good 
friend online. 

Take control yourself 

Install parental controls on your home broadband connection and all internet-enabled devices. Set up a 
user account for your child on the main device they use and make sure the other accounts in the home 
are password protected so younger children can't access them accidentally. 

Use aeroplane mode 

Put your devices on aeroplane mode when your child is using them so they can't make unauthorised 
purchases or communicate with others online without your knowledge. 

Stay involved 

Encourage your child to use their tech devices in a common area like the living room or kitchen so you can 
keep an eye on how they use the internet and enjoy it with them. 

Talk to their siblings 

It's also a good idea to talk to older children about what they're doing online and what they're showing 
younger children. Encourage them to be responsible and help their younger siblings stay safe. 
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Checklist: Supporting 11-13 year-olds online 
Have free and open conversations 

Encourage your child to talk to you about how they use the internet and to show you what they're doing. 
Discuss with your child what things they might come across. A good time to talk is when they get a new 
device or mention a new website. 

Manage their devices 

Encourage them to use their tech devices in a common area like the living room or kitchen and set up a 
user account for your child. If you think your child isn't old enough for a mobile phone or tablet, be firm 
and explain the reasons why. 

Take control yourself 

Activate parental controls on your home broadband connection, on all devices, including mobile phones 
and games consoles. Safe browsing settings can also be enabled on Google (and other search engines), 
YouTube and entertainment sites such as iTunes and iPlayer. 

Stay safe on the go. 

If your child accesses the internet via a public Wi-Fi network, the security features may not be enabled 
there. Some providers are part of family-friendly WiFi programmes with philtres that block inappropriate 
content. Look out for friendly WiFi icons such as Mumsnet Family Friendly WiFi and RDI Friendly WiFi 
when out and about. 

Make an agreement. 

Agree with your child on limits for internet use and set out when, where and for how long they can use 
portable devices before they get used to doing their own thing. 

Start discussions about social networking early 

Talk to your children about the benefits and risks of social networking before they sign up to any sites. 
Explain to them that anything they upload, email or write can stay online forever. 

Keep private information to yourself 

If your child has a profile on a social network, teach them how to block or ignore people and how to set 
strict privacy settings. Ask that you or someone you both trust become their "friend" or "follower" to 
check that conversations and posts are appropriate. 

Check the age ratings 

The age ratings of games, apps, movies and social networks are a good guide to whether they're suitable 
for your child. For some social networks, including Facebook and Instagram, the age limit is 13. 

(https://www.internetmatters.org/advice/11-13/) 

(https://www.internetmatters.org/advice/6-10/) 
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If your child stumbles across something inappropriate on the internet, there are a few things you can do 
to deal with it: 

Find out if he stumbled across the content by accident or was just curious and looking for it. If it was an 
accident, reassure them that it's not a big deal and show understanding. 

If it was an oversight, reassure them that it's not a big deal and show understanding. 

Stay calm and talk about what they saw and how it made them feel to find out what emotional support 
they might need. 

If they can't talk to you, there are organisations like Childline where they can talk to trained counsellors 
about their feelings. 

Check the settings and controls on the platforms they use to make sure they're set to the right values. If 
you haven't already, set up a family agreement that gives them clear boundaries about what they can do 
online and when. Childnet has a great template for a family agreement that you can use to get started. 
(https://www.internetmatters.org/issues/inappropriate-content/deal-with-it/) 

 

What is screen time? 
Screen time is the time someone spends using a device or computer, watching TV or playing games on a 
game console. While it's important to control this time, it's important to focus on the types of activities 
children do online. A recent report recommended the Goldilocks method: "Not too little, not too much, 
but just the right amount". 

 

Facts and statistics on screen time 
One in three internet users worldwide is under 18, according to UNICEF 41% of parents of 12-15 year olds 
find it hard to control their child's screen time, according to the latest Ofcom Children and Parents: media 
use and attitudes report 2017 

According to a study by Oxford University involving 20,000 parents of children aged 2-5, limiting screen 
time has nothing to do with a child's development 

If we take a step back and look at the research as a whole, the impact of screen time on children's 
wellbeing is still debated. However, more and more experts are suggesting that we should focus more on 
what children are doing online and less on how long they're online. 

 

What effects does screen time have on children? 
Benefits of screen time: 

Online games and activities can foster teamwork and creativity. 

The internet gives children access to a wealth of information that helps them expand their knowledge. 
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Computer interaction improves both visual intelligence and hand-eye coordination. 

Technology removes physical barriers to social contact - this is important for children who find it difficult 
to make friends or who've special interests or needs. 

Children in households with computers do better in school than peers who don't have access to 
computers. 

Outcomes for children are better when they benefit from connected technology. 

Effects of screen time on brain development 

Screen entertainment increases central nervous system arousal, which can increase anxiety. 

Millennials are more forgetful than older people; they've outsourced their memory to Google, GPS, 
calendar entries, etc. Columbia University has found that people who know they can easily find 
information online are less likely to remember it.  

(https://www.internetmatters.org/issues/screen-time/learn-about-it/) 

A recent study by the National Institutes of Health showed that children who spend more than two hours 
a day on screen activities do worse on language and thinking tests. And children who spend more than 
seven hours a day in front of a screen show thinning of the cerebral cortex responsible for critical thinking 
and reasoning. 
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Combating cyberbullying with the help of digital tools (overview of the 
practices on European level) 
 

What is cyberbullying? 
Cyberbullying is bullying using digital technologies. Cyberbullying can occur through text messages and 
apps or online in social media, forums, or games where people can view, participate in, or share content. 
It is a repetitive behavior designed to frighten, upset, or embarrass the target. This may consist of 
spreading lies about a person or posting embarrassing photos or videos of them on social media, sending 
hurtful, abusive or threatening messages, pictures or videos through messaging platforms, impersonating 
another person and sending mean messages to others in their name or through fake accounts. 

Face-to-face bullying and cyberbullying can often occur side by side. However, cyberbullying leaves a 
digital footprint - a record that can prove useful and provide evidence to stop the abuse 

 

The effects of cyberbullying 
When bullying happens online, it can feel like you are being attacked everywhere, even in your own home. 
It can seem like there is no escape. The effects can last a long time and affect a person in two ways: 
Emotionally, feeling upset, ashamed, stupid, even anxious or angry, feeling ashamed or losing interest in 
the things you love. And physically - fatigue or symptoms like stomach aches and headaches. 

Feeling laughed at or harassed by others can keep people from addressing or trying to resolve the 
problem. In extreme cases, cyberbullying can even cause people to take their own lives.  

Cyberbullying can affect people in many ways. However, these can be overcome and those affected can 
regain their self-confidence and health. 

Good practices 

No Bully Portugal – Portugal 
A non-profit association dedicated to preventing, ending and resolving (cyber) bullying in Portugal, 
through empathy and kindness. They provide training for adults, organise awareness seminars for children 
and young people, and support people affected by bullying. They work with schools, families, parents' 
associations, companies, communities and other entities that believe in a society without bullying. 
https://nobully.pt/ 

 

Cyberbullying affects mental health 
Truancy (the unexcused absence from school) is another common consequence of cyberbullying and can 
affect the mental health of young people who turn to substances such as alcohol and drugs or violent 
behaviour to cope with their psychological and physical pain. Talking to a trusted friend, family member, 
or school counsellor can be a first step in getting help. 
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The impact of cyberbullying on mental health can vary depending on the medium through which it occurs. 
Bullying via text messages or via pictures and videos on social media platforms has been shown to be very 
harmful to teens. 

Good practices 

The Polite Type – Finland 
The Polite Type is an open-source font that rewrites hurtful words, replacing them with more inclusive 
ones. The Polite Type is meant to be used for educational purposes, at schools or by parents - one way to 
approach this issue and to create a safe space for discussion. 
https://www.tietoevry.com/en/ 

Say No to Hate Speech – European Union Erasmus+ Project 
The platform contains information on hate speech including a fact sheet on hate speech and resources 
relevant to the understanding of hate speech such as the governing national legislation and 
reports/documents drafted by national and supra-national organizations on hate speech. 
www.notohatespeech.com 
 

How can we stop cyberbullying without giving up access to the Internet? 
Being online has many advantages. However, like many other things in life, it also carries risks that we 
need to guard against. 

If a child near you is affected by cyberbullying, you can suggest that he or she delete certain apps or stay 
offline for a while to recover. However, withdrawing from the internet is not a long-term solution. They 
have not done anything wrong, so why should they be punished? It might even send the wrong signal to 
the bullies and encourage them in their unacceptable behavior. We need to think about what we share 
or say that could hurt others. 

We all want cyberbullying to stop, and that's one of the reasons why reporting cyberbullying is so 
important. But to create the Internet we want, we need to do more than just denounce bullying. We need 
to think about what we share or say that might hurt others. We need to be kind to each other online and 
in real life. 

Good practices 

KID_ACTIONS – European Union Erasmus+ Project 
They aim to combat cyberbullying among children and young people through interactive education 
and gamification in formal and non-formal learning enviroments. They support teachers, educators and 
youth workers to promote the effectiveness and efficiency of education on the risks and effects of 
cyberbullying, raise awareness among secondary school students and youth centres, and encourage 
victims and bystanders to report incidents. 
https://www.kidactions.eu/ 

KPMG Academy – Cyprus  

KPMG knowledge base of research that demonstrates our understanding of complex business challenges 
faced by companies around the world. In the section “Preparing kids to handle cyberbullying”, they 
provide tips to help parents and young people recognize and respond to cyberbullying. 
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https://home.kpmg/cy/en/home/insights/2021/09/preparing-kids-to-handle-cyberbullying.html 

 

How can you prevent personal information from being used against someone on 
social media to manipulate or humiliate them? 
Everyone should be very careful about the things they put on the Internet. They could be used against 
anyone, and the Internet is very hard to stop once it starts. Personal information or location information 
should never be posted online. 

Check out the privacy settings of your favorite social media applications. Here are some steps you can 
take with many of them: 

 In your account's privacy settings, you can control who can see your profile, send you direct 
messages or comment on your posts.  

 You can report offensive comments, messages, photos, and videos and request their removal. 
 In addition to "unfriending," you can also block people completely so they can no longer see your 

profile or contact you. 
 You can also set comments from specific people to be displayed only to them, without blocking 

them completely. 
 You can delete posts on your profile or hide them from certain people.  
 In most social media, people are not notified when you block, restrict, or report them. 

Social media has many benefits that must be weighed against the risks associated with it. Risks to consider 
include: 

 Screening for harmful content on websites and in apps varies widely. 
 Published content can be false, harmful, or hurtful. 
 Apps and platforms can be used to distribute harmful or adult content. 
 Apps and platforms may include users of all ages and allow children to interact with adults. 
 Apps and platforms may not have moderators for chats, groups, and forums where all types of 

content can be posted or shared. 
 Apps and platforms may allow posting or sharing of all types of content. 
 Privacy controls over who can see or access posted material vary from app to app, and many users 

do not know how to use them effectively. 

NOTE FOR CHILDREN: 
If you are affected by cyberbullying, you may feel ashamed, nervous, anxious, and unsure of what 
others are saying or thinking about you. This may cause you to withdraw from friends and family, have 
negative thoughts and self-talk, feel guilty for things you have or have not done, or feel that you are 
being judged negatively. Loneliness, feelings of being overwhelmed, frequent headaches, nausea, or 
stomachaches are also common. 
You may lose motivation to do things you normally enjoy and feel isolated from the people you love 
and trust. This can lead to perpetuating negative feelings and thoughts that can negatively impact 
your mental health and well-being. 
Remember that you are not alone in this. Always ask an adult for help. 
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 Apps that allow "live streaming" of user videos in real time can be used to show bullying, violence, 
suicide, and harmful acts as they happen.  

 Some apps that include location information can be used to learn personal information such as a 
person's age, current location, or where they live. 

 Apps that support phone calls are not displayed in a call log, so parents may not know who their 
children are talking to. 

Parents can search the Internet for organizations that provide in-depth reviews of apps, platforms and 
games used by children to learn more about them. By learning about the risks, important safety features, 
and other details about the apps, platforms, and games their kids want to use, parents can make an 
informed decision about how or whether their child should use them. 

 

Is there a penalty for cyberbullying? 
Most schools take bullying seriously and will take action against it. If a child under your care or a student 
is being bullied by other students, report it to the school. 

People who are victims of any form of violence, including bullying and cyberbullying, have a right to justice 
and to have the perpetrator held accountable. 

Laws against bullying, especially cyberbullying, are relatively new and do not yet exist everywhere. As a 
result, many countries rely on other relevant laws, such as those against harassment, to punish 
cyberbullying. 

In countries that have specific laws against cyberbullying, online behavior that intentionally causes serious 
emotional distress is considered a criminal offense. In some of these countries, victims of cyberbullying 
can seek protection, prohibit communication with a specific person, and temporarily or permanently 
restrict the use of electronic devices used by that person for cyberbullying. 

However, it is important to remember that punishment is not always the most effective means of changing 
the behavior of bullies. Often, it is better to focus on repairing the damage and mending the relationship. 

Good practices 

Cyberbullying Legislation In Poland And Selected EU Countries – Poland & Europe 
A study of policies in different European countries that might help to better understand what legal actions 
we can take against cyberbullying. 
https://www.researchgate.net/publication/260007961_Cyberbullying_Legislation_In_Poland_And_Selec
ted_EU_Countries 

 

Technology companies do not seem to care about online bullying and 
harassment. Are they being held accountable? 
Technology companies are paying increasing attention to the problem of online bullying. – so yes they get 
worried. 

Many of them are addressing the problem with new tools, guidance and ways to report online bullying 
and better protect their users. 



 
 

This project has been funded with support from the european commission under the erasmus+ 
programme. This publication [communication] reflects the views only of the author, and the 
commission cannot be held responsible for any use which may be made of the information. 

 

But it's true that more needs to be done. Many young people experience cyberbullying on a daily basis. 
Some are exposed to extreme forms of online abuse. Some have taken their own lives as a result. 

Technology companies have a duty to protect their users, especially children and young people. 

It is up to all of us to hold them accountable when they fail to live up to this responsibility. 

 

Is there a penalty for cyberbullying? 
Each social platform offers several tools that allow you to limit who can comment or view your posts, or 
who can be automatically connected as a friend, and to report instances of bullying.  

Many of them include simple steps to block, mute, or report cyberbullying. We encourage you to explore 
them. 

Social media companies also offer educational tools and guides for children, parents and teachers to 
educate them about the risks and ways to stay safe online. 

The first line of defense against cyberbullying can also be yourself. Consider where cyberbullying is 
occurring in your community and how you can help - by speaking up, confronting bullies, reaching out to 
trusted adults, or raising awareness about the problem. Even a simple act of kindness can go a long way. 

If you are worried about your safety or something has happened to you online, talk urgently to an adult 
you trust. Many countries have special counseling centers that you can call for free and speak to someone 
anonymously. Visit United for Global Mental Health to find help in your country. 

Good practices 

Learn English Teens (British Council) – United Kingdom 
The British Council website is a very well-known source for ESL Teachers. It is a platform to teach English, 
this particular one aimed at teenagers, with a big section about cyberbullying. There is workshops, 
discussion sections and tips.  
https://learnenglishteens.britishcouncil.org/ 

Respect Zone Against Cyber Violence – France  
Nongovernmental organization that protects freedom of expression on the Internet through non-violent 
communication methods. The organization developed a cyber-violence prevention program that includes 
children protection as the most vulnerable group. 
https://www.respectzone.org/en/ 

Campaign WITHOUT BULLYING by Child Line – Lithuania 
The campaign is not only targeted at creating a safer environment in schools and kindergartens, but also 
aims to secure safer life for adults by focusing on the significance of this problem and the need to raise 
public awareness. 
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NOTE FOR CHILDREN: 

What should I do if I am suffering from cyberbullying? 

If you think you are being bullied, the first step is to seek help from someone you trust, such as your 
parents, a close family member, or another trusted adult. At your school, you can reach out to a 
guidance counselor, the gym teacher, or your favorite teacher - either online or in person. If you do 
not feel comfortable talking to someone you know, you can also go to a counseling center in your 
state to talk to a professional counselor. If the bullying is happening on a social platform, consider 
blocking the bully and officially reporting their behavior on the platform itself. Social media 
companies have a duty to ensure the safety of their users. 

In order for bullying to stop, it must be detected, and it is important to report it. It can be helpful to 
collect evidence - text messages and screenshots of social media posts - to show what happened. 
For bullying to stop, it must be recognized, and it is important to report it. It can also help to show 
the bully that their behavior is unacceptable. If you are in immediate danger, you should contact the 
police or emergency services in your country. 
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Co-education as a necessary tool for effective contrast; the role of 
parents and teachers 
 

Teachers and Parents in the modern school 
In the modern era of technological development and rapid change, school institutions are called upon to 
meet new needs and requirements for increased quality of the educational work they provide. Schools 
must adapt to changes and be transformed into learning organizations which act effectively, to upgrade 
the quality of the educational project (OECD, 2016). 

According to a research (Senge, 1990), the viability of a school in an unstable environment is judged by its 
ability to function as a human organization. In his book, the researcher describes the importance of 
learning within organizations and the value of their functioning as communities where everyone feels 
morally bound by a shared vision. Therefore, a school can’t remain inactive in a constantly changing 
society. On the contrary, it must promote changes, innovate, and aim to improve the quality of the work 
provided (OECD, 2016). 

In addition, the school interacts with society and tries to respond to new social challenges and educational 
needs (Reimers et al., 2018). Today, the transformation into learning organizations and the cultivation of 
a corresponding culture is considered more imperative than ever (European Commission, 2018; OECD, 
2018).  

Among the main factors that build an ideal school are parents and the development of a culture of 
cooperation. The school and family partnerships and the family involvement in schools and schooling are 
enshrined in modern education. In the majority of relevant studies, the value of communication, trust and 
the existence of a climate of cooperation are emphasized. 

Teachers and their role 

In the modern school, the teacher assumes various roles, in order to facilitate the course of teaching and 
to become more effective. This measure of efficacy is dependent on the relationships teachers establish 
with their students, the working methods they adopt and the techniques they apply.  

More specifically, according to the teacher-student relationship, the teacher should assume the roles of 
the mediator between knowledge and learners, the democratic co-pilot, the consultant/critical friend, 
and many more. In addition, teachers should:   

 be able to manifest their love for their work and children,  
 respect students and help them,  
 accept students’ personalities, 
 contribute so that a spirit of communication and cooperation prevails in the classroom, 
 create relationships of trust and generosity, 
 always have time for the children: to talk to them, to listen to them, 
 ensure equal opportunities for their students. 
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According to the working methods they adopt, teachers should assume the roles of:  

 administrator of discipline, work and learning, 
 creative animator who organizes activities, distributes discourse, initiates discussion and leads to 

conclusions, 
 teacher of knowledge but also of good behavior, 
 researcher, inspirer, organizer and evaluator. 

Additionally, the modern teacher should be taught by their students, by their experience, adapt to new 
circumstances, despite problems and equally develop students’ knowledge and feelings. 

The teacher is a member of the school, a member of an organized social group. Thus, we cannot 
understand the role of the teacher detached from the social-cultural context in which it takes place. His 
role is determined and influenced by various social groups that have a direct or indirect relationship with 
the school, such as parents. A stable, honest and meaningful school-family collaboration, is an important 
element for the formation of favorable learning conditions.  

The collaboration of teacher and parent convinces children that they both value them and care. The 
teacher must motivate the parents so that they too can encourage their children to effectively participate 
in both school and extracurricular activities. So everyone together, teachers, students and parents, 
successfully organize school life, so that the school is a center for organizing various activities and a pole 
of attraction for everything: a democracy cell that will be open to all.  

With a view to achieving a meaningful and stable collaboration with the parents, the former must behave 
with honesty, kindness and discretion so that mutual acceptance, communication and cooperation are 
well-established and sustained. According to Bronfenbrenner (1979), parents’ involvement in school life 
is important for the good education of their children, as the family provides the social, cultural and 
emotional support that children need to function in school. 

The active participation of parents has significant benefits for all students, regardless of their age, 
cognitive profile, socio-economic level and cultural context. 

Some benefits for students are:  

 Positive contribution to improving school performance. 
 Transmission of the feeling of emotional security in children through the cooperation of people 

who are important to them. 
 Improvement of the children’s adjustment levels, reducing, at the same time, the rates of school 

drop-outs. 

Specifically for children with special educational needs, studies show that parental involvement leads to 
several positive outcomes. 

Parental involvement improves parents’ relationships with their children and contributes to a better 
assessment of cooperation with the school. On the other hand, teachers are in a position to understand 
the needs of their  students better, they are supported in their work and become more effective through 
the social support they receive from parents. 
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Many interventions must be made to provide teachers with opportunities to practice the kinds of 
communication with parents. Firstly, understanding partnerships as a component of good school 
organization and then the importance of goal-linked family and community engagement for student 
success in school may have an obvious, positive impact on parenting (Epstein, 2018). 

Teachers, parents and cyberbullying prevention 

Teachers’ and parents’ role in the combat against cyberbullying phenomena remains critical. Perhaps the 
first step towards a successful outcome is their clarified roles as well as the respect and mutual effort to 
keep within their own boundaries and the will to collaborate closely when needed. Since children and 
young people in general continue to be exposed to the cyber world and are in need of continuous updating 
of their digital skills, teachers and parents should make sure that they stay close to the technological 
advancements, the trends and changes they bring to the young’s world. Parents’ role starts first at home 
at the moment important decisions are made (allowing use and time with a digital device takes place very 
early in children’s life). Teachers are often asked to remedy harmful routines and help children return to 
safe paths. Their in-between collaboration should be defined without doubt from the very first day of 
children’s school life and remain solid and strong throughout the whole course (Harcourt et al., 2014; 
Cassidy et al., 2018).  

To put important things into short lines (APA, 2011), they should both make efforts to: 

 Be technology knowledgeable and all-time observant 
 Involve experts and seek professional advice when needed 
 Set positive expectations about the way both children and adults react to technology 
 Teach children how to handle being bullied and refresh this effort regularly 
 Set boundaries with technology use, be critical with the negative aspect yet supportive of critical 

digital media use 
 Make  home and school “bully free” 
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The importance of media, digital education in combating these 
phenomena 
 

Social media Apps and sites 
 

Digital media and apps allow children to communicate and express their feelings or connect with peers 
etc. However, they can also be an avenue through which cyberbullying occurs and there are many types 
of apps and sites available for free that give users the ability to search for people and/or share information 
anonymously.  

Some current popular social media platforms and apps include: 

Discord: A voice-over-IP app that allows users to video chat with others, private message and join, create 
or participate in public and private chat rooms. This app is often used by players to chat while playing 
videogames.  

Facebook: The most commonly used social media that is accessible on many different platforms and 
someone can connect with various ways and in various devices.  

Instagram: A photo and video sharing and networking site that connects users through other social 
networking sites such as Facebook. 

LiveMe: A tool to broadcast live-streaming videos and watch other user’s videos.  

Snapchat: A photo messaging app that allows users to share photos, videos; make calls and delete texts 
from recipient’s phone using a timer.  

TikTok: An app that allows users to create and share their own videos where they lip-synch, sing, dance 
etc.  

Twitter: An app like blog that allows users to send, read and reply to “tweets” or short messages 

WhatsApp: A private messaging app that allows users to text, send photos, videos, location information 
to their contacts.  

Viber: More or less the same app as WhatsApp. 

Etc.  

https://www.stopbullying.gov/sites/default/files/documents/Cyberbullying%20Guide%20Final%20508.p
df 
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Cyberbullying prevention 
 

Due to the recent development of information and communication technology, most adolescents and 
young people use smartphones and computers. Although the “found everywhere” internet and the use 
of digital devices have increased the convenience of life, the downsides include addiction to smartphones 
and games that lead in some cases to cyberbullying among teenagers.  

Like traditional violence (face-to-face violence and bullying, including physical, verbal etc. harassment), 
cyberbullying has negative consequences for both the bully involved and the victim in the form of 
decreased psychological, social and physical health.  

Taking some smart precautions can help you stop cyberbullying before it starts.  

 These precautions could start from home and parents in order to establish a climate of 
communication with the child as well as trust. 

 Psychologists mention that by giving a formal definition of cyberbullying to children, or even 
examples that they might actually experience using the media will involve the child in the situation 
and can help the parents to understand in which side he/she is on.  

 As a result of the previous point, is the preparation of the children. Even if a child has never 
experienced bullying or cyberbullying before, that does not mean that he/she will never 
experience.  

 Awareness of how and where the children are spending time in the internet. 

 

Digital citizenship 
 

Digital citizenship refers to the responsible use of technology by anyone who uses computers, the 
internet, and digital devices to engage with society on any level.  

Being a good digital citizen also means you’re being safe with your information. 

 

Why to teach student digital citizenship? 
The benefits that digital citizenship has are becoming increasingly important. Technology in education, as 
well as in every day and professional life will continue to be an important aspect in the success of people 
and students. Teaching digital citizenship equips students with the knowledge from an early age, the skills 
and resources to succeed as lifetime learners.  

This will help them to learn how to engage within a digital environment with responsibility and confidence 
in order to prevent hate speech, cyberbullying, harassment etc. Basically, digital citizenship skills are 
essential to ensure students’ safety and protection. It’s important both for teachers and parents to 
reinforce concepts like sensitivity of information, online conversations etc.  
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Digital citizenship is not just about keeping up with the trends in technology. It’s about challenging 
students and children to evaluate information and navigate the web responsibly. 

 

Key concepts of digital citizenship: 
 Empathy- helps to understand how people talk and behave online 
 How the internet works  
 Understanding user data 
 Practicing digital literacy- it is the practice of reading information online and understanding what 

it means and if it’s accurate 
 Acknowledging the digital divide- is the disparity between those who have access to modern 

digital tools and those who don’t 
 Digital wellness- the practice of refraining from satisfying in the Internet and digital media for 

unreasonable amounts of time  
 Securing digital devices 

 

How to teach digital citizenship? 
Cyberbullying and hate speech are increasing causes for concern for both teachers and parents and 
teaching students to engage respectfully online is important for their prevention.  

Establishing guidelines, incorporating lessons and repeating them often helps students to learn how to 
communicate respectfully with peers.  

 One of the basic lessons covered around digital citizenship is practicing proper “netiquette” 
online. Netiquette is about how respectful online behavior is. How to speak respectfully without 
taking part in disrespect or bullying. The most important rules for online etiquette are: 

o Be respectful of other people- conduct yourself with consideration and respect  
o Be kind to others- kindness and dignity  
o Filter what you’re searching  
o Check your sources  
o Keep information as up-to-date as possible  
o Keep internet comments as positive as possible 
o Consider your tone  

 Understand the consequences. Students should understand that every decision they make online 
leaves a permanent digital footprint that could affect how they’re perceived.  

 Students should understand the reason first why they must not talk to strangers. A lesson that is 
about teaching students how to build strong, secure passwords that will protect their personal 
information from strangers online is a must. Give them best practices and examples and guide 
them how to create a strong password.  

 Fair play! Cover copyrights and plagiarism in a digital citizenship lesson- go over the different 
levels of permission and through a playful activity ask them to determine whether different 
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examples needed to be cited. Some good options of sites to use and share images could be 
Pixabay or Canva and stress the fact that: If someone cannot find the copyright rules, do not use 
the information or the images at all!  

 Teach the students to act immediately and choose with whom are friends in internet. They should 
understand that when they see something, they should say something when it comes to 
cyberbullying. It is important to work closely with the students on recognizing cyberbullying and 
role play the steps to take when they spot it. Here is a video about playing safe in internet and 
avoid any dangers (https://www.youtube.com/watch?v=d5kW4pI_VQw&t=110s)  

 Create lists of digital citizenship rules (online Dos & DONT’s). By encouraging the students to be 
open and report any behavior that make them uncomfortable will help parents and teachers to 
prevent bad situations.  

 Use blended learning- a mix of traditional face-to-face learning experiences and online and mobile 
technologies. This way of learning can help learners use the technology and be masters at some 
level. 
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